JURNALUL JURIDIC NATIONAL: TEORIE ST PRACTICA « HALTAOHAJTbHBII IOPHTMYECKHI KYPHAJT: TEOPHLS 1 ITPAKTHKA + NATIONAL LAW JOURNAL: TEORY AND PRACTICE

YJK 351.863+338.246.87

OIIHKA 3ATPO3 KPUTHYHIN IHOPACTPYKTYPI
AK BAXKJINBA CKJIAJOBA YACTUHA AIAJBHOCTI
13 3BAXUCTY JEPXKABHOI BE3IIEKHU

Ounexcannp EPMEHUYYK,

KaHAWJAT FOPUANYHUAX HAyK, TOUCHT Kadenpu
ONepaTUBHO-PO3IIYKOBOI TiSUIBHOCTI Ta CIHENiajIbHOT TEXHIKA
JIHIMPONIETPOBCHKOTO JIEPKABHOTO YHIBEPCUTETY BHYTPIIIHIX CIIPaB
MiHicTepcTBa BHYTPIIIHIX crpaB YKpaiHu

AHOTANIS
V crarTi npoaHaNi3oBaHO MUTaHHS iTeHTH(IKALIT 3arpo3 KpUTHIHOT iHYPACTPYKTYpH, OLIHKH iX IMOTEHIialy Ta OpraHi3arii
MPOTHIIT 3arpo3aM y MpOIECi 3aXUCTy 00’ €KTIB KPUTHYHOI iH(PACTPYKTYypH 1 3a0e3nedeHHs Iep,aBHol Oe3neku. BuzHaueHo
0Co0IUB1 TOXOAU B pi3HUX KpaiHax. AHai3 1 y3araJbHEHHS iHO3MHOI0 I0CBiy 1a€ 3MOTI'Y 3alPOIIOHYBaTU HAyKOBO OOIPYHTOBaHY
MO3MIII0 32 OLIIHKOIO 3arpo3 y MpoIIeci 3aXUCTy KpUTHYHOI iHPpacTpykTypu. [IponoHy€eThCs aBTOPChKE BU3HAUCHHS TTOHATH «3a-
Ipo3u 00’ €KTy KPUTHYHOI iHPPACTPYKTYpH», KIOTCHIIIaT 3arpo3n», HABMUCHA ITIOMHJIKA», «kackagHuil edexr». Cepen 3arpos

BU/IIJICHI KOHKPETHI BUJIU 1 JTaHAa X XapaKTEePUCTHKA.

KnrouoBi cioBa: xputuuHa iHQpacTpykTypa, 3aXHUCT KPUTUYHOI iHQPACTPyKTypH, HallioHaJdbHA Oe3leKa, BU3HAYECHHS,

3arpos3u, IMOHATTA.
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SUMMARY
The issues of identifying threats to critical infrastructure, assessing their potential and organizing countering threats in the
process of protecting critical infrastructure facilities and ensuring state security are analyzed. Defined special trips in different
countries. Analysis and synthesis of foreign experience allows us to offer a scientifically based position on the assessment of
threats in the process of protecting critical infrastructure. The author’s definition of the concepts is proposed “threat to the object

CEIY3

of critical infrastructure”,
given their characteristics.

threat potential”, “intentional error

CLINY3

cascade effect”. Among the threats identified specific types and

Key words: critical infrastructure, protection of critical infrastructure, national security, definition, threats, concepts.

MocTranoBka mpoodsaemu. JlocBia npoBigHUX KpaiH €Bpo-
MU CBiTYHTH, IO 3aXUCT KPUTHUYHOI iHPpacTpykTypu (mami —
KI) HanexuTth 0 OCHOBHUX HAIPSMIB JCPIKABHOI MONITHKU
3 IUTaHb 3a0€3TeUeHHS IepKaBHOT Oe3MeKH.

3a3HaueHe MUTaHHs, 6€3yMOBHO, € aKTyaJIbHUM ISl KOXKHOT
nepxasu. Floro BaroMicTh CIpUYHHIOETHCS PI3KUM MOCHICHHSM
CBITOBOTO TEPOPH3MY, POCTOM 3JIOYMHHOCTI, TOPTiBEILHHUMH
BilfHAMH, CKOHOMIYHMMH EKCIAHCISIMH, PYHHYBaHHSIM Ta IIO-
IIKODKEHHSIM YUCIICHHUX IMiANPHEMCTB, Y TOMY YHCII CTpare-
IYHO B@KJIMBUX, 1HOPACTPYKTYpHUX O0O0’€KTiB, 30LIBLICHHAM
(daxTiB 3a3iXaHb Ha HOBITHI TEXHOJIOTIl KOHKYpPEHTIB, IpH-
pomHUMH KartaksizMaMu. Bee mie Ta iHmi ¢aktopu BHMararoTh
BiJI ZIepKaB HOBUX MiJXOAIB IO 3aBYACHOTO BHSBIICHHS 3arpo3
Ta iX NONEPEPKSHHS 1 MPUIIMHEHHS. AJKe 3aBISKH CBOEYACHIN
Ta SKICHIH OIIHI 3arpo3 i pU3NUKiB HAJIEXKHOIO BXUTTA BiJIO-
BiJIHUX 3aXOJIiB 13 3a0€3MeUeHHS CTIHKOCTI MOXKHA MTepeI0aunuTH
HACJIJIKH 1 OYTH MaKCUMAJILHO MiATOTOBJICHUMH JI0 HUX.

SIKicHa OIliHKa 3arpo3 i BU3HAUCHHS 1X MOTEHIIATY ITiABH-
mye edexTuBHicTH 3axucty K, OCKiIbKH 1a€ 3MOTY BXKHBAaTH
MIPEBEHTHBHI 3aXONH, HAIUTIOBATH CHJIHM OPraHiB Jiep KaBHOT
0e3IeKkr Ta MPaBOOXOPOHHUX OPTaHiB i CreliajbHO YIIOBHOBA-
KEHHX JICP’KaBHUX OPraHiB Ha KOHKPETHI KOHTP3aXOIH.
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Cran pociimkennsi. Okpemi NHUTaHHS, TOB’si3aHi 3 3a-
XHUCTOM KPUTHYHOI iH(pacTpykTypH, Oyiu MOpYyIIEeHI B Hay-
KOBHX MpalsxX Takux ykpaiHcekux BueHux: J[.C. Biproxosa,
€.B. bpexnesa, JI.I. boopo, O.®. Benuuka, J.B. Jly6osa,
B.II. TopOynina, C.I1. Ieantotu, B.B. 3ybapera, B.K. Konax,
C.I. Konnparosa, M.B. Mipomnuxka, O.1. Hacsit, M.A. OxeBa-
Ha, B.M. Ilanuenko, B.B. Ilerposa, [.M. Pmwxosa, [LII. Ckyp-
cekoro, O.M. Cyxononi, B.M. llepounu, O.M. IOpuyeHnka,
OJTHAK OCHOBHI MiAXOIU 10 MOOYI0BH B YKpaiHi CHCTEMHU BH-
3HaUEHHS 3arpo3, TOOTO IX OLIIHKH Ta MPOTHO3Y, B TOMY YHCIIi
(hopMyBaHHS MOHATIHHO-KAaTErOPIHHOTO amapary, HoTpeoyroTh
KOMIIJIEKCHOTO HAayKOBOTO OCIIJDKEHHS.

3a3HadyeHi 00CTaBUHM 3yMOBIIIOIOTH AKTYaJIbHICTh JOCIHi-
JOKCHHSI Ta CTaJM OCHOBOIO JUIS HAayKOBHX IIOLIYKiB aBTOpa
Ta MiITOTOBKH LIUX MaTepiaiB.

Merta i 3agaua crarrti. HoBi Ta HeOe3neUHi BUKIIMKH Peri-
OHaJIbHIN 1 TII00aNbHIl Oe3neni BUCYBAIOTh HA MOPSAJIOK JCH-
HUH 3aBIaHHS 13 MOOYHOBH B YKpaiHi CHCTEMH 3aXUCTy KpH-
TUYHOI 1HQPACTPYKTYpH, Ba)KIMBOIO CKJIAJOBOI0 YaCTHHOIO
SKOi € BU3HA4YeHHA 3arpo3. EdexrtuBHicTs N0OYyI0BH LIi€l cUC-
TEMH 3aJIC)KUTh, Y TOMY YHCII, 1 BiJ] CTaHY HayKOBOT pO3po0OKU
3a3HaueHOi NPOOIEMaTHKH.
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BukJiag oCHOBHOro Marepiajy. Y3arajnbHeHHs OpraHiza-
HiliHO-npaBoBUX miaxoniB a0 3axucty Kl y pisHuX eBpomei-
CBKHX JIepXKaBaxX Jae 3MOory c(hOpMyBaTé JyMKy MpO Te, L0
BJIaJIHI OpTaHM 3a3BHYAll IPUALISAIOTH JOCHTH BAXKIIUBY yBary
IpoLECY BU3HAYEHHs 3arpo3 Ta (GOopMyBaHHIO X INepelikiB.
VY pi3HuX KpaiHaxX CIEKTp 3arpo3 KPUTHYHIA iHPpPaCTPyKTy-
pi Ta 3MiCT MOHATTS, XOU 3arajoM MICTATh 0arato moxiOHo-
TO, BU3HAYAIOTHCS 1HIMBIAYallbHO 3 YpaxyBaHHIM O€3MeKOBOT
cuTyallii Ta MPIOPUTETIB PO3BUTKY BU3HAYCHUX JIEPKABHOIO
nositukoro [1]. SIkuro B GiIbIIOCTI iepkaB BOHU 3aKOHOAABYO
nepeabadeHi, TO MOPA 13 UM JIESKiI 3 HUX MOXYTh HE MaTu
YiTKOro IHepeiiky 3arpo3. Tak, Ha BiAMiHY BiJl €BPONEHCHKOI,
30KpeMa HIMENbKOi CHCTEMH PO3IOJiNTy 3arpo3 Juist 00’ €KTIB
KI, ne 4iTko BUPiI3HEHO OCHOBHI IX BUJM Ta MiJBUIH 1 TA€ThCS
BuuepnHui ix nepenik, CIIIA 9iTKOTO mepeniky Takux 3arpo3
He MaloTh. [Ipy koMY He iCHy€ 3arajibHOTO €IMHOTO HiIXOmy

€Bporeiicekuil gocigHuk y chepi 3axucty KI M. Cmerana
CTBEpIIKYE, 110 OCTAaHHIMH JECATWITTSIMU B €BpOI MUTaHHS
aHaJti3zy 3arpo3 3Ha4HO aKTyasli3yBasoch. [lutanHs ineHTH]iKaLiT
3arpo3 Ta opraHizawii 3axofiB i3 mpoTHAil IM CcTae aKkTyaabHUM
JUTSL OUTBILIOCTI JIepykaB Ta € 0COOIMBO TIOB’SI3aHUM 13 3arpo3amMu
HPUPOAHOTO XapakTepy. IIpu 1boMy 3Ha4eHHS pOOOTH 3 BU3HA-
YeHHs Ta CBOEYACHOI 1IeHTU(DIKALIIT 3arpo3 IS BKUTTS aJICKBaT-
HHX 3aXO0JIiB PeaKilii 3 KOKHOI TaKoko MOi€ero 3pocTtae. BonHovyac
3pocTae i MOOANBHICTH MiZXOMIB J0 BU3HAYECHHS 3arpo3. Ko
CIIOYATKy IIEH Mpoliec XapaKTepH3yBaBCs JIOKAIBHIM Y1 JIepyKaB-
HHUM piBHEM, TO HUHI MO)KHA CTBEPIDKYBAaTH MpPO HOro BHXiJT HA
3araJbHOEBPOIEHCHKUI Y1 MKKOHTHHEHTAIBHHUHN (hOpMAT.

Y CHIA nix «3arpo3zamu KI» po3ymitoTs npupozaHi abo Tex-
HOTCHHI sBHIIA, Qi3UuHI 0CO0M, CY0’€KTH UM i, 110 MICTATh
200 CTaHOBIATH MOTEHIIHY INIKOAY AJIS KUTTS, iH(popmallii,
orepaliii, HABKOJIMIIHBOTO CepeoBHUIIa Ta/abo BiacHoCTi [3].

Bignosigao 10 HamionanbHol nomituku CIIA mo 3axucty
KI, nepmroueproBoro 3arpo3oto juist Oe3neku BOayaroThes Kibe-
paraku. Came Tomy CIIIA Oynu cepen iHimiaTopiB riobaizarrii
Ta 00’€JHABUMX MPOIIECIB y MUTAHHI MIXKHAPOIHOT Koomeparii
3 IpOTHIT KiOep3IoYrHHOCTI [4]. 3aBIsKH 3yCHIUIIM aMepH-
KaHI[IB 3HAYHO aKTUBI3yBaJIMCh MPOIICCH CTBOPCHHS BiAIMOBI/I-
HUX LIEHTPIB Ta BUIUIEHHS CHJI 1 3ac00iB B iHIIMX CBITOBHX
JiepkaBax Juis 00poThOM 3 HeOesnekamu Takoro poay. Cepen
iHmMX ocHOBHMX BUAIB 3arpo3 mist KI CIIA Buninsiors Te-
POpHCTHYHI aTaky (30KpeMa Ha MiAMPUEMCTBAX XIMIYHOT IpO-
MHCJIOBOCTI, TOOTO TaKi, sIKi y pa3i 3HUIIEHHS a00 ypa)keHHS
MOXYTh TPH3BECTH JO TEXHOTCHHHX KaTacTpod Ta MacoBoi
3aru0eni JIrofIei) Ta CTUXIHHI JMXa.

CIHIA 3Ha4yHO BIUIMHYIM Ha (POPMYBAHHS €BPONEHCHKUX
MiAXO/IB 10 BUABJICHHS Ta npotuAii 3arpo3am KI. Huni 06’en-
HaHa €BpoIa Mae BiacHi opranu i3 3axucty KI. J[itoTs excniept-
Hi Tpynu 3 KputuaHoi inppactpykrypu (CIP), indopmariiina
Mepeka 3 IOIEpeKEHHs 3arpo3 KpUTUUHIHM iHppacTpyKTypi
(CIWIN) Ttomo. €poreiicbka Komiciss BH3Ha4ae TPUHIAITN
Ta IHCTPYMEHTH, HEOOXiJHi AJIsI BIPOBaIKeHHs €Bponeiicbkol
NpOrpaMy 3aXHCTy KPUTHYHO BaXIHBOI i1H(pacTpykTypu
(EPCIP), cipsiMOBaHOT Ha €BPONEHCHKY Ta HalliOHAJBHY iH(D-
PacTPYKTypy KOXKHOT IepIKaBH-YIACHHITI.

Cepen OCHOBHHX 3arpo3 BimnoBimaibHi iHcTaHlii €C Bu-
3HaYalOTh Kibep3arpo3u, TepopusM, 3JIOUUHHI Jii, IpupoaHi
HeOe3MneKH, aBapii Ta iHII TPHYKMHN HEIACHUX BUIMAAKIB [5; 6].

3rizHO 3 HOPMaTUBHO-NIPaBOBUMHU akTamu €C, «3arposay —
Oynb-siKa TIOMis, sSIKa MOXKEe TIOPYIINTH a00 3HUIIUTH KPUTHY-
HY iH(ppacTpyKTypy abo Oymb-sikuii 3 ii enemeHTiB [6]. Maibxe
IICHTUYHE BU3HAYEHHS «3arpo3» HaeThcs B 3elieHid KHM3I 13
3axucty KI €C, ne mig muM TepMiHOM pO3yMItOThCs OyIIb-sIKi
oOctaBuHU a0b0 MOMil, 110 MOXYTh MOPYHMIUTH cTaje QyHKIi-
OHYBaHHS 200 3HHUIIUTH KPUTHUHY iHPpaACTPyKTypy 4u Oyib-
SKUH 11 eneMeHT. BOHM TakoX BKIIIOYAIOTh CIIPOOU Ta HaMipu
3aBJIaHHS IIKOJM KPUTHIHUM aKTUBaM [7].
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Yacrto Ais 3arpo3 MOXe CIPHIMHITH «KacKaJHUHA epekT»
(B €Bponi mommMpeHe BXHBaHHS «e(EKT JTOMIHOY»), KOIHU
necrabimizanis ofgHiel cknagosoi yactunu Kl Tsarue 3a coboro
MOPYIICHHS! HOPMaNbHOTO (YHKIIIOHYBAaHHS THIIUX CKJIaTHH-
KiB Ta BHUKIIMKA€ IIMPOKOMACIITAOHE KaracTpo(iyHe SBUILE.
Iin «xackaonum ecpexmomy Bin nopyieHHs: QyHKIIOHYBaHHS
KI aBTOpOM IPONOHYETHCS PO3YMITH CEPIiIO OB’ I3aHUX MOLIH,
KOKHA HACTYITHA 3 SIKMX CIIPUYMHEHA NONEePEIHIMH Ta TATHE 32
c00010 HacTaHHS HOBUX.

Cepen €BpONCHCHKUX KpaiH MOUIIBHO BHIUTUTH aKTUBHY
JUSUTBHICTB O ieHTHdiKaIii Ta ananisy 3arpo3 KI, Hanpuknan
Takxy, Ky npoBoauts Himewuuna. 3rigHo 3 «KoHuenuiero oc-
HOBHHUX 3axo/iB i3 3axucty KI HiMmeuunnuy, «3arpo3a» BU3Ha-
YaE€ThCS K MOXJIUBICTh HACTaHHS MOMAIA (CTUXIMHUX SIBHIIL,
TEXHIYHUX 3001B UM JIIONCHKHUX IPOPaXyHKiB, IOMUJIOK Y TTOBE-
JiHII JTI0zeH), 0 MOXKYTh 3aBIaTH IIKOAW 0c00aM, MaTepiaib-
HUM I[IHHOCTSIM 1 HABKOJIUITHHOMY CEPEOBUIY YU MPU3BECTH
JIO PO3JIaJy COIiaIbHUX Ta eKOHOMIYHHX BiJHOCHH.

3arposu urst KI nmopinsioTs Ha TpH OCHOBHUX BHJIH: 3arpo-
3M BiJI CTUXIHHUX SBUILL, JTFOJCHKHUX MTPOPAXYHKIB Ta TEXHIUHUX
300iB, a TaKOXK 3arpO3U BiJl TEPOPU3MY 1 3M0YMHHUX Aii. CBO-
€10 ueproro, B HiMmewunHi 9iTko BU3HAYEHO, 1[0 €KCTPEMAITbHH-
MU TIOTOIHUMH YMOBaMH € TTABOIKH (BKIFOYAIOUH ITiIBUIIICHHS
pIiBHSI IPYHTOBUX BOJ), TIOBEHI, 3aTOIUICHHS, IITOPMOBI MPH-
TUIMBH, CHIT, JIi/I, TOCYXH, & TAKOXK Oypi, yparaHu, 3eMIIETPYCH,
noxexi 1 mTopMoBi sBuma. IToxkexi MOXyTh BUHUKATU MPU-
POIHUM IUIIXOM y Pe3yNbTaTi yaapy OJMCKaBKH, caMo3aiiMaH-
HsZ 200 HABMHCHOTO YW HEHaBMHCHOTO ITiIIATy B MOETHAHHS
3 TPUBAJIOIO TTOCYXO0F0. 3CYB MOXE BUKIIMKATHCS Te0()i3NITHIMHI
SBUIIAMHU (HaNPUKIIAJ, 3eMJIETPYCOM, €pO3i€l0), METEOPOIIO-
TIYHEMU BIUTHBaMH (HAIPUKIIAJ, CHIEHIMH OIaIaMH, TOBEHSI-
MU, TAHCHHSM CHITIB 1 JIbOJly) i aHTPOIIOTCHHUMH BILTMBaMH
(nanpukian, OyaiBeabHUMU poOOTaMHu, 3eMJIETpyCaMu, BUPYO-
Ko¥o JticiB). [IpukiagamMu 3MillICHHS Mac € JIABUHH, 3CYBH 1 p0O3-
PiIXKEHHS IPYHTY.

Takox BUIIISIOTH 3arpO31 BiJl (Pi3UYHOTO BILUIMBY 3Cepe-
nuHM 1 30BHI 00’ekriB KI, 3arpo3u, siki BUXOIATH Bij JOA-
CBKHUX MPOPaXyHKIiB Ta TEXHIYHUX 3001B, TEpOpU3My a0 3710-
YUHHUX Ji5Hb.

IIpuknagoM 3arpo3u 3cepeuHH 00’€KTa Moxe OyTU Tak
3BaHa «HAaBMHCHA MOMMJIKa» (aBT. Ha3Ba), HAIIPUKIAA, YMHC-
HE HEMpaBUJIbHE MPOrpaMyBaHHS CHCTEM YMPABIiHHSA, LIO
MIPU3BOAUTH /IO aBapiil Y 3yNHHKH BUPOOHUIITBA, BTPYYAHHS
B pOOOTY Ba)KJIMBUX YACTHH YCTAHOBKH 3 BUKOPHUCTAHHSIM Ha-
SIBHUX Ha OyIb-SKOMY ITiJIPUEMCTBI JOMOMIXKHUX 3aC0O0iB 1 iH-
CTPYMEHTIB. 30BHILIHIMH 3arpo3aMy MOXYTb BBa)XKaTUCh aBa-
pist TpaHCIOPTHOTO 3aco0y, Mina, BAKOPUCTaHHS BUOYXOBHX
peuoBHH, 00CTpiN, aBiakaracTpoda, 3acTOCYBaHHs XIMI4HOI,
GiosoriyHoi, panionoriuHoi abo saepuoi 30poi (XBPA). 3mo-
BMHUCHHKaMHU MOXYTh OyTH 3aCTOCOBaHI 1 KOMOIHOBaHI ii.

@paHIis croyaTKy pos3mouana 3aXUIaTH KPUTHUHY iHGD-
pacTpykTypy B iH(popMaIliiiHO-KOMyHiKaliiHii chepi. OmHak
y 3B’s3Ky 3 IIOLIMPEHHSAM Y CBiTi Kibep3arpo3 Ta pocToM Te-
POPUCTUYHHX TPOsBiB, i3 2009 p. opraHizamis NpoOTHIIl UM
3arpo3am Oysa MmokJajieHa Ha [ eHepanbHuii cekpeTapiar i3 mu-
TaHb 000pOHM Ta HauioHanbHOI Oesrexku (SGDSN). SGDSN
aHaJizye BiIKpUTY iH(OpMalito Ta po3BinaaHi y cdepi 3axu-
cty KI, cTexuTh 32 HEOMYNICHHSIM Pi3HUX BHYTPIIIHIX Ta 30B-
HIIIHIX 3arpo3 [8].

¥ BenukoOpuTtanii 3 no4aTky noOyJOBH CHUCTEMH 3aXUCTY
KI, Hacammiepe/1, 3BepHYIIH yBary Ha HEOOXiIHICTh 3aXUCTY BiJl
3arpo3y cdepi aep>xkaBHoi Oe3nexu. Tomy TpuBanuii yac QyHk-
nionyBaB HanionanbHuil koopauHaliiHui HeHTp i3 Oe3mexu
inppactpykrypu (NISCC) ta LlenTp KoHCynbTaliil i3 HaIlio-
HanbpHoI 6e3nexu (NSAC). 3ronom Ha ix 6a3i OyB yTBOpeHUI
IenTp o 3axucty HanioHaabHOI iHQpacTpykTypu (CPNI), o
HaJa€ KOMIUIEKCHI KOHCYNbTAIi] 3 MUTaHb O€3MeKH MiANpUueM-
CTBaM 1 OpraisalisiM, siki € ornepaTopaMu KpUTHYHOI iH(pa-
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CTPYKTYpH, BKJIIOYArOYH iH(OpMAaIiiiHi, KaapoBi Ta TEXHIUHI
acIeKTH Oe3MeKH, J0MOMAaraloun 3HU3UTH BPa3IUBICTh HALio-
HaJIbHOI KPUTUYHOI iHYPACTPYKTypH BiJl TEPOPU3MY Ta IHIIHX
3arpo3. 3rogoM QYHKIIT 3 MPOTHIIT 3arpo3am y cdepi koM 1o-
TepHoi Oe3neku Oynu nepenani HarioHansHOMY LIEHTpY Kibep-
oesneku (NCSC).

3abe3neueHHs] CTIMKOCTI Ta TMIABUILCHHS 3aXHIICHOCTI
Benukoi Bpuranii y 60poTs0i 3 HaA3BHYaWHUMHU CHUTYAIiSIMU
Ta BIIMOBIZTHOTO IIUPOKOTO KOJIa 3arpo3 € 3apaaHHsM Cekpera-
piaTy 3 nuTaHb Hag3BUYaiHUX cutyauiit (CCS), sikuii cnpuse ai-
subHOCTI L{enTpy ynpasninas kpuzosumu cutyanismu (COBR),
110 3a0e31edye MBUIKE BUPOOJICHHS €JMHOI TIO3ULIIT Ta BXKUTTS
CKOOPJIMHOBAHMX 3aXOJIiB MPOTH/Iii HASBHUM 3arpo3am [9].

Ha BigMiHy Bin BUILEPO3IIAHYTHX KpaiH, [lanis y cde-
pi KI cepen oCHOBHUX BHIINISE Ta BKMBAE 3aXOAW 3 MPOTHIIT
3arposzaM BiJ HaJ3BHUYalHUX cHUTyalii (aBapiif, xaractpod,
CTHXIHHUX JTUX). ToMy 3HAYHUMHU TOBHOB&KCHHSIMU HaJiJICHE
JlaHCBKEe areHTCTBO 3 YHPaBIiHHSA HAA3BHYAHHUMH CHUTYaIlis-
mu (DEMA). ITig 3axuctom KI B ocHOBHOMY po3yMitoTh 30€-
PEKEHHS Ta POJIOBKEHHS BaKIHBHX GyHKIIN nepikaBy Ta Cy-
CHinbCTBa y pasi aapiii Ta karactpog.

Y Hinepnanzax jie MbkMiHiCTepChKa Ipyna Ta MKBiZoM4Ya
nporpama «Hal[ioHaJIbHOI OLIIHKU PU3KKIBY», sIKi BU3HAYAIOTh Ha
OCHOBI aHaJIi3y 3arpo3. O4OIIOI0TE 3a3HaueHy IpyIy JupekTo-
par HaiioHaIbHOT Oe3neKu Ta MiHICTepCTBO BHYTPIIIHIX CIIpaB
Ta KOPOJiBCHKHX BIMHOCHH. BaskiiiBa yBara npuIiiseThes mpo-
TUAIT 3arpo3aM Bifl TepopusMy, Kibep3arposam, 3a0e3MeUeHHI0
HalliOHaJIBbHOI O€3MeKU Ta KPU30BOrO YNPABIiHHSA, 32 IO Bif-
noBigae HarioHanbHUN KOOpIUHALINHKMIL LIEHTD 13 MUTaHb 00-
poTHOU 3 TepopusMoM Ta 3abe3neyenns oesnexu (NCTV).

[MuraHHs TPOTUIT 3arpo3aM, MOB’S3aHUM i3 TEPOPUCTHY-
HUMH TIposiBaMy, 171t HizepnaHaiB cTano akTyalbHUM JaBHO.
[e B 2004 p. OyB cTBOpenuii HanioHanbHUI KoOpAuHALIHHUI
neHtp npotumii Tepopusmy (NCTb). Meroro HOro CTBOpEHHs
Oy/ia KOOpIMHALS AisUIBHOCTI MOMILii, cynoBoi Biaau, CIyx0
Oe3MekH Ta IHIIMX opraHizaiii y cdepi 60poTsOu 3 Tepopus-
MoM. 3 yacom Hinepinanau novanu mwupiue posnisiIaTy 3arposu
HaliOHaIbHOI Oe3MeKy Ta KOMaHzLO}o 3 pearyBaHHs Ha iHIUJICH-
i B komn'torepHiit cdepi (GOVCERT.NL). HoBocTBopeHOO
opraHizaui€ero craB HaiioHanbHAN KOOpAMHAIIMHUI LEHTp 13
IUTaHb OOPOTHOU 3 TEPOPU3MOM Ta 3a0€3MEUEHHS Oe3MeKu.

PymyHist 3niticHroe mofin 3arpo3 KI Ha Taki, sSiKi MOXYTh
MaTy IPUPOAHUM, BUIIAIKOBHH a00 YMUCHMI XapaKTep.

XapakrepHi s Ykpainu 3arpo3u KI MoxxyTh MaTu pi3HoO-
BEKTOPHI CHPSAMYBaHHs Ta NPOSBH. BOHN MOXYTb IIPOSIBISATH-
csl y NPUIMHEHHI HaJIaHHS TOBApIiB Ta MOCIYT, IO € )KUTTEBO
BOKIMBUMH ISl HACEJIEHHS, eKOHOMIKH, AEeP)KaBHOTO YIpaB-
niHHs. Takumu € 3a0e3neueHHs HaceJleHHs, cy0’€KTiB ToCIo-
JapIOBaHHS Ta OPTaHiB Jep)KaBHOI BIAAW Ta CaMOBPSIyBaH-
Hsl €JICKTPOCHEPTi€l0, 3B’I3KOM, IIOCIyTraMH 3 TPaHCIOPTHUX
IIePeBE3eHb, BOJONOCTAYaHHs, BOJOBIABE/CHHS, KaHaii3auii
TOLIO. HpI/Il'[I/IHeHHH HaJaHHs TaKHuX TOBaplB Ta l'lOCJ'IyT Yy aed-
KHX BHIIAJIKaX HaBiTh CyTTEBE IiBHUILCHHS BapTOCTi Tapu(is
MOK€ PU3BOIUTH [0 COLaTbHO-MONITHYHOI HECTaOlIBHOCTI,
3arOCTPEHHS BHYTPIIIHBONOIITUYHUX KOHQIIIKTIB, 3HAUHHX
EKOHOMIYHHUX BTpAT, MOCIA0ICHHS IHCTUTYTIB BIaIu.

Oco0auBYy 3arpo3y CTaHOBISATH 30pOWHHIA KOH(IIKT Ta
ribpuaHa BiifHa, 110 aKTUBHO IPOBOANTHCS CTOCOBHO YKpaiHH,
Ta IOB’sA3aHi 13 HUMU 3arpo3u AECTPYKTHUBHUX Ail 13 00Ky ou-
BEpPCIHUX TpyI, BUNHEHHS TEPAKTiB, TUBEPCIiH, IITUIYHCTBA,
kibeparak, eKkoHOMIuHOI excraHcii moxo 06’exriB KI toro.

3aBk/M aKTyaJbHUMH € 3arpO3H BiJ| HA[3BUUAHUX CUTY-
alriif, ki MOETHYIOTh Y c001 3arpO3U MPUPOIHBOTO, TEXHOTCH-
HOTO XapakTepy TOILO.

Came Tomy Crpareri€ero HallioHaIbHOT Oe3neKku YKpaiHu,
sKa BBeZieHA B Hito YkasoM Ilpesunenta Yipainu «IIpo pi-
mieHHs Paau HaiioHansHOT Ge3neku i 000poHH YKpaiHH Bif
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6 tpaBHs 2015 p. «IIpo Crpareriro HamioHaJIbHOI OE3MEKH
VYkpainuy, Bin 26.05.2015 p. Ne 287/2015 BU3HAYCHO aKTyab-
Hi 3arpo3u HalliOHA/IbHIN Oe3neli Ta KpUTUYHIN iHppacTpyk-
Typi 30kpema. Cepen 3arpo3 6esmneni KI Buniseni kputuuHa
3HOLICHICTh OCHOBHUX (OHIIB 00’€KTiB 1H(PaCTPyKTypu
VYkpaiHu Ta HEOCTaTHIH piBeHb iX (DI3UUHOTO 3aXHCTY, HE-
JIOCTaTHI piBE€Hb 3aXMIIEHOCTI KPUTUYHOI iHGPACTPYKTY-
pH BiJl TEPOPUCTUYHHUX IMOCSTaHb 1 AUBEPCid, Hee(hEKTUBHE
YOpaBIiHHS 03MEKO0 KPUTHYHOI IHPPACTPYKTYPH 1 CHCTEM
kuTTe3abe3neueHHs. Pa3om i3 nuMm cepen 3arpo3 kibepOes-
neni i 6e3neni iHGopManiitHux pecypciB y Ctparerii Takox
BU3HAYEHO YPA3JIUBICTb 00’€KTIB KPUTHYHOI iHPPACTPYKTY-
pH 110 Kibeparak.

Bapro xoHcTaTyBaTH, 110 B YKpaiHi BiICyTHE 3aKOHOJaBUE
BU3HAUCHHS TIOHSTTS «3arpo3a KpUTHYHIH iHpacTpyKTypi»
Ta HEMae 3arajbHOrO MiAXOMy LIoA0 iX Kiacudikamii. Sk 3a-
3HAYAIOTh BITUM3HSHI JOCIIAHUKM L€l HaykoBoi mpoOiemu,
TakKa CUTYyallisl yTBOPHIIACS NMPUPOAHUM uyrHOM: «KoxkHe okpe-
M€ BIJJOMCTBO BUJLUISUIO NEBHUM CIEKTP 3arpo3 JUls HiJIopsaa-
KOBaHMX 00’€KTIB Ta BOJOILIO MEBHUM HaOOpPOM IHCTPYMEH-
TiB 1 pecypciB 1 3abe3nedenns ix 6esnexu» [10]. 3pemntroro,
B YMHHOMY 3aKOHOJABCTBI YKpaiHU BH3HA4€HO HH3KY KaTe-
ropiif 00’€KTiB, Il SIKMX PENIAMEHTYIOTHCS 0COOINBI YMOBU
3a0e3MeueHHs 3aXHCTy: MiAIPHEMCTBA, [0 MAIOTh CTpaTerid-
HE 3HAYCHHS Ul €KOHOMIKH Ta Oe3IeKH IepKaBH; 0COOIMBO
Ba)K/IUBI 00 €KTU €JIEKTPOESHEPreTUKH M Ha(TOra3oBoi ramysi;
MOTEHIIIHHO HeOe3meuni 00’ €KTH, 00’ €KTH ITiABHIIEHOT HEOE3-
MeKH; 00’ €KTH, IO IiUIAraloTh 000B’I3KOBIl OXOPOHI MiIpo3-
ninamu JlepkaBHOT ClyOU OXOpPOHH, Ta 00 €KTH, SKI TIiIIsI-
raloTh OXOPOHi Ta 0OOPOHI B yMOBaX HaJ3BHUalHUX CUTyalii
Ta B 0COOJIMBUI Mepiof; iHIN 00’ €KTH i CHCTEMH, TaKi K CUC-
TEMH 3B’S3KY, IUTATIKHI CUCTEMH TOIIO.

Bonnowac y Hamiil ngepxaBi mporunis 3arposam  KI
3MIMCHIOETECS 3 BHKOPHCTAHHSIM TaKHX JEpP)KaBHHUX CHC-
TeM pearyBaHHs Ta 3aXUCTy, 30kpeMa: 1. €auHol nepxaBHOI
CHCTEMH LIUBIIbHOT0 3aXUCTY (IT0MI03KeHHSI 3aTBepIUKEHE TI0CTa-
HoBoto Kabinery MinictpiB Ykpainu Bix 09.01.2014 p. Ne 11);
2. €nmHoi cucTeMH 3an00iraH s, PearyBaHHs i IPUIMHEHHS
TEPOPUCTUYHUX aKTiB Ta MiHiMizarii ix HachinkiB (IlonoxeH-
Hs1, 3arBeplkeHe IlocranoBoro Kabinery MiHicTpiB Ykpainu
Big 15.08.2007 p. Ne 1051); 3. JlepkaBHOT cucTeMH Qi3HUHOTO
3axucty (Ilopsanok ¢yHKIIOHYBaHHS 3aTBEPUKEHUI OCTAHO-
Boro KaGinery MinictpiB Ykpainu Bix 21.12.2011 p. Ne 1337).
Kpim Toro, y TenepimHiii yac Ha BUKOHAHHS MOJIOKEHb BBETE-
HOl y airo Ykazom [Ipesugenta Ykpainu i 16 6epesns 2016 p.
Crparerii kibepOe3nekn YkpaiHu cTBOproeThcs HarioHanbHa
cucreMa KibepOesneku, 3aBJaHHs SIKOT OB’ sA3aHi 13 3aXHCTOM
KpUTUYHOT iHYpacTpyKTypH B Kibepcdepi.

VYV 4. 4 cr. 1 3akony Ykpainu «IIpo ocHOBH HalioHaJIBHOT
oe3nexkm» (B pemakmii Bim 19.06.2003 p. Ne 964-1V) 3akoHO-
JIaBIIEM BU3HAYEHO «3arpo3H HalllOHAJIBHIN Oe3neni» — HasBHI
Ta MOTEHLIHHO MOXKIIMBI SIBHIIA i YHHHUKH, IO CTBOPIOIOTH He-
6e3neKy KUTTEBO BaKIMBUM HalliOHAIBHUM iHTEepecaM YKpa-
iam. B 4. 6 ct. 1 unHHOTO 3aK0oHy Ykpainu «IIpo HamioHATBHY
6e3neky Ykpainm» (Big 21.06.2018 p. Ne 2469-VIII) nin «3a-
rpo3aMy HalioHalbHIN Oe3neni YkpaiHu» po3yMilOTh SIBUINA,
TEHJCHII] 1 YMHHUKY, 0 YHEMOXJIUBIIOIOTh YH YCKJIaHIO-
I0Th 200 MOXYTb YHEMOXJIMBUTH UM YCKJIAJAHUTU peaizaliio
HAI[IOHAJILHUX IHTEPECiB Ta 30€PEKECHHS HAI[IOHAIBHUX IIiH-
HOCTeH YkpaiHu.

Amnaniz cr. 19 3akony VYkpainu «[Ipo HamioHampHy 0e€3-
HeKy» J1a€ 3MOTY CTBEPIDKYBAaTH, IO OCHOBHHMMH 3arpo3aM
KI y cdepi nepxkaBHOT Oe3lekd €: PO3BiayBalbHO-MIIPHBHA
IUSUTBHICTD, TEPOPH3M, KiOep3arpo3u, 3arpo3d SKOHOMIYHOTO
XapakTepy Ta JEep>KaBHOCTI, CIIPAMYBaHHS 0 JIEp>KaBHOI Ta-
emuuili. CT. 22 po3mMproe 30Hy MpOTHIIT 3arpo3am y iHdop-
MalliiHii cepi, OKpiM IepKaBHOT TAEMHUI, 0 Kidep3axu-
CTy KpUTHYHOI iH(pOpMAIiIHOT iHYPACTPYKTYpH, JACpPKaBHUX
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iHpopMaLiitHuX pecypciB Ta iHpopMalii, BUMOTra MO0 3aXH-
CTy SIKOI BCTAHOBJICHA 3aKOHOM.

Kpim toro, y m. 6 ct. 1 3akony Ykpainu «IIpo ocHOBHi
3acaau 3abe3neveHHs KibepOe3neku YKpaiHW» JaeThCsl BH-
3HAUECHHS OJHOIO 3 BMIIB 3arpo3 KpUTHYHill iHGpacTpykTy-
pi. «Kibep3arpo3a» — HasBHI Ta MOTCHIIIHHO MOXJIMBI SBHUILA
1 YMHHUKY, L0 CTBOPIOIOTH HEOE3MEKY >KUTTEBO BAXIIMBUM
HAlIOHAIBHHUM iHTepecaM YKpaiHH y KibeprnpocTopi, cipaBis-
I0Th HETaTWBHHI BIUTMB Ha CTaH KiOepOe3neku JepiKaBH, Ki-
Oepbesriexy Ta Kibep3axucT ii 00’ exTiB. BBoasThCS Taki TepMi-
HHU, 5K KiOeppo3BiaKa, KibepTepopu3M, KiOepIIUTyHCTBO, 10
JIAl0Th 3MOTY O1bII IMHUPOKO po3mIsaTy npodiaemy 3arpo3 KI
y cepi 3abe3mnedeHHs KiOepOe3meKH.

BinnosimHo no Crparerii kibepOe3neku VYkpaiHu, 3a-
TBepmkeHol YkazoMm [Ipesunenra Yipaiau Bix 15.03.2016 p.
Ne 96/2016, 3-momixk 00’ €KTiB, Ha sIKi MOXKYTh OyTH CIPSIMOBA-
Hi kibep3arpo3u, BUAIIEHO TaKi: EKOHOMiYHa, HAyKOBO-TEXHIU-
Ha U iHdopmauiiiHa cdepa, chepa nepKaBHOTO YIPABIiHHS,
00OPOHHO-TIPOMHUCIIOBUIL 1 TPAHCTIOPTHUI KOMILIEKCH, iH(pa-
CTPYKTypa €JICKTPOHHUX KOMYHiKallili, CeKTop Oe3reku i 000-
poHu YKpaiHu.

Cepen 3arpo3 kibepOesmnelli TakoX BHAIJICHO: HEBIIMOBII-
HIiCTh 1H(PACTPYKTYypH €NEKTPOHHHMX KOMYHIKaIiii aepikaBH,
piBHA 11 PO3BHTKY Ta 3aXMINCHOCTI Cy4aCHMM BHMOTaM; He-
JIOCTaTHIA PiBEHb 3aXMIICHOCTI KPUTHUYHOI iHQpPACTPYKTYypH,
JIEp>KaBHUX €JIEKTPOHHUX iH(opMaliiHUX pecypciB Ta iH-
(hopmaiiii, BUMOTa IIOI0 3aXMCTY SIKOT BCTAHOBJICHA 3aKOHOM,
Big kiGep3arpo3; Oe3cHCTEMHICTh 3aX0/iB Kibep3aXucty Kpu-
TUYHOT 1HPPACTPYKTYpH; HEAOCTATHIN PO3BUTOK OpraHizarfiii-
HO-TEXHIUHOI1 iH(pacTpyKTypu 3abe3neucHHS KibepOesneku
Ta Kibep3axucTy KPUTHIHOI iHYPACTPYKTYpH Ta AEPIKaBHUX
€JIEKTPOHHUX 1HQOPMAIIHHUX peCypCiB; HEOCTATHS €)EKTUB-
HICTB Cy0 €KTIB cekropy Oesrneku i 00opoHn YkpaiHu y mpo-
TUAIT Kibep3arpo3aM BOEHHOTO, KPHMIiHAIBHOTO, TEPOPUCTHY-
HOTO Ta iHIIOTO XapakTepy; HeAOCTaTHill piBeHb KOOpAMHALIT,
B3aeMoii Ta iHpopMaIiitHOro 0OMiHy Mixk cy0’ekTamu 3a0e3-
MIEYeHHs KibepOesmeKu.

3rimHo 3 posnopsmkeHHsM Kabinety MinicTpiB Ykpainu
Big 06.12.2017 p. Ne 1009-p «IIpo cxBajeHHS KOHLIEMIIIT CTBO-
pEHHs JIep>KaBHOI CHCTEMH 3aXHCTy KPHTHYHOI iH(PPACTPyK-
Typu», cepen 3arpo3 Kl BuaijeHo Taki: 3arpo3u MPUPOIAHOTO
i TEeXHOTGHHOTO XapakKTepy, 3arpo3H, CIIPUYUHCHI IPOTHIIPAB-
HUMH JisIMA Ta Oyb-IKUMH KOMOIHAIISIMH 3 TIEPETiYCHOTO.

Ha nymky HaykoBLiB, 3arpo3u KI Takox AouiabHO po3mo-
JIISATH Ha TPH TPYIIH, 10 BKJIIOYAIOTH: aBapii i TexHiuHi 3001,
MPUPOJIHI JIMXa Ta HeOe3NeyuHi MPUPO/IHI SIBUIIA, 3JIOBMHUCHI Iil
(Takux Tpym a0 OKpeMHUx 0cil, K TePOPUCTH, 3TOUHHII H JTH-
BEPCaHTH, MPOMKCIIOBE LIMUTYHCTBO, & TAaKOXK O0roBi aii) [11].

V¥ cBoix HaykoBUX HampaitoBanHsIx O.M. Cyxonomns cepen
ocHoBHHX 3arpo3 KI Buninse: Haa3zBuuaiHi cutyauii (mpu-
poaHi KatacTpo(u, TEXHOJIOTIYHI aBapii), TEePOPUCTHYHI aKTH,
nuBepcii, kKibep3arposu Tomo. Ha ocobnuBy yBary 3acimyroBye
MO3UIli BYEHOTO INOAO HpobieMu posmupenHs 3arpo3 Ki,
30KpeMa BHUJIJICHHS BTpYYaHHS B cucteMy ympasiinas KI un
TEXHOJIOTIYHHI MPOIEeC, pyHHYBaHHs 00’ €KTa CHJIAMH HOTO 3K
nepcoHaiy. Taky 3arpo3y HUM IIPOIOHYEThCS ieHTHDIKYBaTH
SIK YUHHUK «BHYTPIIIHBOTO IOPYIIHUKa». SIK BBaXKa€ TOCIia-
HUK, caMe Liell YMHHUK MIr' OPU3BECTH [0 YCIiXy KibepaTaku
Ha eHepropo3Mnoaiipui KomnaHii Ykpaiau [12].

Ha name nepexoHaHHs, BUALIEHHS 3arpo3 Takoro Xapak-
Tepy AIMCHO € HeOOXiAHUM, OCOOIHMBO 3a CyYaCHHUX YMOB «Ti-
OpuaHOT BiliHM» Ta BIANOBIIa€ HASIBHUM TEH/ICHIIISIM B IHO3EM-
Hilf mpakTULi. ABTOPOM PO3IIAAETHCS JOLLUIbHICTh BUIICHHS
KaTeropii MpOTUIIPaBHHUX il «HABMUCHA TIOMMJIKAY, IiJ SKH-
MU IPOIOHYETLCS PO3YMITH YMUCHI JiT U1l IPUBEICHHS Oyab-
SIKOi CHCTEMH YH YCTAaHOBKH y KPUTHYHHUH CTaH, IO XOY 4acT-
KOBO OXOILTIOIOThCSL 00’ €KTUBHOIO CTOPOHOIO CKJIAy 3JI0UUHY
«muBepcisny (cr. 113 KK Ykpaiuu), npoTe CTaHOBJISATH MEHIITY
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CYCIIbHY HeOEe3IeKy, Ta Cy0’ €KTHBHA CTOPOHA JisTHHSI, 30Kpe-
Ma, MeTa He Ma€ TaKoTro MacITabHOTrO XapakTepy (MaeTbcs Ha
yBa31 3HIKEHHS eKOHOMIYHOTO, HAyKOBO-TEXHIYHOT'O ITOTEHIIi-
aiy Jiep)KaBH), a MOXKe TOJNATaTd B OakaHHI JecTabinizyBaTi
poOoTy nuIlle EBHOTO By3Ja, MPUIWHUTU MTEBHUI BU Nisib-
Hocti 00’ekta KI Tomo. TIpukiagoM «HAaBMHCHOI TTOMUIIKH
MOXYTh OyTH mii B 00CIyroByBaHHi OOJNaJHAHHS, MaHIIyms-
HisSX i3 HAMH, SK-OT YMHCHE HETpaBWIbHE MPOTpaMyBaHHS
CHCTEM YINPAaBIiHHA, BTPYYaHHS B POOOTY BOKIMBUX YaCTHH
YCTAaHOBKH 3 BUKOPUCTAHHSM HAsIBHUX Ha OyIb-SIKOMY IiJPH-
€MCTBI JIONIOMI)KHUX 3aCc00iB 1 IHCTPYMEHTIB.

J. Bobpo cepen ocuoBHux 3arpo3 KI Buniise TeXHOreH-
Hi aBapii Ta TeXHi4YHi 3001, BUKIIHKAHI, 30KpeMa, JHOICHKHUMHU
MOMMJIKaMH, IIPUPOJIHI JIMXa Ta HeOe3NeUHi MPUPOHI SIBUILA,
3nmoBMuCHI fii [10].

HayxoBui HanionaipHOTO 1HCTUTYTY CTpaTEriyHHUX HOCHi-
JDKeHb YKpalHH B «3eNeHiil KHHU31» OOIpyHTOBYIOTH HMOBIp-
HicTh BUHUKHEHHs 3arpo3 KI Bix aBapiii Ta TexHiYHUX 300iB,
HeOe3IeUHNX IPUPOJHUX SIBUILL, 3]I0BMUCHUX Aiif [13].

Y HOpMaTHBHO-TIPaBOBIii c(hepi HAIIOT IepIKABH BXKE € TI0-
nioHa knacudikanis. Tak, cT. 5 Kopekcy IMBIIBHOTO 3aXHCTY
Vkpainu Big 02.10.2012 p. Ne 5403-VI, 3anexHo Bij xapak-
Tepy MOXOMKEHHsI MOiH, 0 MOXYTh 3yMOBUTH BUHUKHCHHS
HaJI3BUYAIHUX CUTYyaLiil Ha TepuTOpil YKpaiHu, BUALIAE TOMIT:
1) TEXHOTEHHOTO XapaKTepy; 2) IPUPOTHOTO XapakTepy; 3) co-
mianbHi; 4) BOEHHI.

BpaxoByroun HallioHaJIBHU# JOCBI TBOPEHHS HOPM Y ce-
pi HanioHaJIbHOT Oe3neky YkpaiHu Ta MDKHApOIHY IPAKTUKY,
JOLITBHO C(HOPMYIIOBATH 3aranbHe BH3HaueHHS 3arpo3 Kl.
Tak, g «3azpozamu 06 exkma KI» npornoHyeThest po3yMiTH Ha-
SIBHI 200 TIOTEHIITHO MOXKJIMBI SIBUIIA | YAHHHUKH, 110 MOXKYTh
3aBJaTy MIKOJH TakoMy 00’ekTy ((hiznyHomy abo y kibepmpo-
CTOpi), BUBECTH HOro 3 jany abo HOpyIMTH (QyHKIIOHYBaH-
Hs BIJMOBIZHO 10 NMPU3HAYEHHS, YUM CTBOPIOIOTH HEOE3MeKy
JKUTTEBO BXKJIMBUM HalllOHAIBHUM iHTEpecaM YKpaiHu.

3araqioM cepes 3arpo3 KpUTHYHIH 1HPPACTPYKTYpi aBTO-
POM NPOTIOHYETHCS BUIUIATH iX 8U0U:

1) 3arpo3u y cdepi nepxaBHOI Oe3Mekn 4nu OS3MEKOBOTO
XapakTepy (TepopusM, AWUBepcii, «HaBMHUCHA MOMHIIKa», PO3-
BIUIISUTBHICTD 1HO3EMHHUX CHEILCTYX0, €eKOHOMIYHI €KCIaHCIi,
€KOHOMIYHE Ta MPOMHCIIOBE LINMUTYHCTBO, KOHKYPEHTHA PO3-
Bifika). BOHM MOXXYTh BKIIFOYAaTH BHYTPIIIHI 3arpo3u Ta (izud-
He 3uunieHHs Kl (mpu XymirancTsi, mignanax, JisuIbHOCTI Op-
raHi30BaHUX 3JOYMHHHUX YIPYHOBaHb, YNHHUK «BHYTPIITHHOTO
TIOPYIITHUKA);

2) xibep3arposu (iHopmariiizi ataku, Kibeprepopusm);

3) 3arpo3w Bij HaJ3BUYAWHUX CUTYyaILiil (aBapii, KaTacTpPO-
¢du, cTUXIiiHI TuXa, TOXKEXKI, emigeMii Ta nmaHaemii, 3aCTocy-
BaHHS 3ac001B ypaxxeHHs a0o iHIIi HeOe3meuHi noaii).

Bix mMeTu nii, 110 X CHPUYHMHSIOTH, ISl 3pyYHOCTI KBai-
¢ikauii 3arpo3, y T.4. yepe3 MpHU3My IPaBOBOI OI[IHKH, MOX-
JIMBO, TPOTUNPABHOI MISUTBHOCTi, NMPOMOHYETHCS BUALIATH
nofii Ta/abo sBHIA HEHABMHUCHOTO XapakTepy (TEXHIYHOro,
TEXHOJIOTIYHOTO, MOMHUJIKOBOTO, Y TOMY YHMCIII BHACTIIOK il
JIONICHKOTO (haKTOpy), HABMHCHI J1ii (TEPOPUCTHYHI aKTH, aKTH
KibepTepopusMy, AUBEPCii, Aii «BHYTPIIIHBOTO MOPYLIHUKAY,
«HAaBMHCHA TIOMUJIKA», PO3BidyBajbHA JiSUIBHICTh, KOHKY-
pPEHTHA pO3BiAKa TOLIO).

Takox MOXXHa KIacu(piKyBaTH 3arpo3H 3a 3HAYHOIO KiJib-
KICTIO KpUTEpIiiB: Bl XapakTepy MOXOMXKEHHS (IIPUPOAHOIO
Ta TEXHOTEHHOTO XapaKTepy, a TAKOXK HABMHUCHI [IIiT), CTYIeHs
MOLIMPEHHS, PO3MIpPY JIFOACKKUX BTPAT Ta MaTepiaibHUX 30HUT-
KiB, BTpar Ajs 0e31eKH KUTTEISUIBHOCTI, CyCIIIbHO-TIONITHY-
HHX Ta KyJABTYPHHX, BTpaT [is 3a0e3MedeHHs IepKkaBHOT 0e3-
MIEKH Ta TPOMAJICHKOTO IOPSKY TOLIO. 3aJIeKHO BiJl HACIIKIB,
00csTiB pecypciB, HEOOXIIHUX JUIsl 1X JIOKami3allii, TOuijJbHO
BUJILINTH Taki piBHI 3arpo3: 1) nep>kaBHUI; 2) perioHalbHUH;
3) micueswuii; 4) 00’ ekTOBHA.
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BaxJimBor0 XapaKTEepUCTHKOIO 3arpo3 € ii IOTeHIiall.
B «AxaneMiYHOMY TIIyMaqHOMY CJIOBHHKY YKpaiHCHKOT MOBH»
il HUM PO3yMiIOTbCS IPUXOBAaHi 31aTHOCTL, CUIIU JJIS SIKOT-He-
Oy/ib ISUTBHOCTI, 1110 MOXXYTh BUSIBUTHCS 32 MIEBHUX YMOB; 3a-
nac 4yoro-HeOynw, pesepB [14]. Ilin «nomenyiarom 3acposu»
OynemMo pO3yMiTH CTYIiHb NPHXOBAaHHX 3IaTHOCTEH 3arposu.
Hampuknazn, eHepreTMYHUX, peCypcHUX (MarepialibHHX abo
HeMarepialbHUX, TEXHIYHUX Ta JFOJACHKHX), Tiama3oHy Kiima-
TrYHUX (pakTopiB Ta iH. OLiHKa MOTEHIialy 3arpOo3H Ma€ BaX-
JIMBE 3HAYCHHS JUI1 BU3HAYECHHS MaciuTaliB ypaxeHHs 00’ ek-
ta KI 3arposamu i pusukiB Big HuX. YuM OLIBIIMIA MOTEHITIAT
y 3arpo3u, TUM OibIIni pu3uK Bix Hel it 00’ exra Kl.

IMoreHiian 3arpo3u Moxe OyTH OIIHEHHH KiJBbKICHO 3 BHU-
KOPHUCTAaHHSIM METOJIiB eKCIIepTHUX OIIHOK [15]. JInst KinbKicHOT
OLIHKK NOTeHialy 3arpo3u (1I) aBTOpOM MPOMOHYETHCS PO3-
DIAJATH HOTO SIK (DYHKILIFO KOMIUIEKCY 3 N apaMeTpiB &; 3arpo3u

I =f(ay a, ..., ay).

KoxeH i3 muX mapaMeTpiB OLIHIOETBCSA EKCIIEpTaMH 3a
OJJHAaKOBOIO OasbHOMO Mikajnoro. Konkpernuit Bun ¢yHkuii 17
MOXe OyTH Pi3HUM, ajie, KOJIM BaKJIMBICTh MapaMETPIB &; Ofi-
HaKoBa, MOTEHIiall 3arpo3M MOXKHA IPEICTAaBUTH SIK CEPEIHE
apu(MeTHIHe 3HAYCHHSI iX OaJbHUX OLIHOK:

II = (a;+ay,+ ...+a,)/n.

VY pasi, KolIu BaXXIUBICTb IIapaMeTpiB ai pi3Ha, BUKOPUCTO-

BYETBCA iX KoedimienT 3naunmocri K;. Tomi
II= (k1a1 + k2a2+ P knan),

npuaomy Ky + K, + ... + k= 1.

Kpim Toro, Tpeda BpaxoByBaTH, 1110 IOTEHLiaJ 3arPO3H SIK
sIBUIIA 200 MOl MOYKe 3MiHIOBATHCS 3 4acoM t, a Tomy y 3a-
raJlbHOMY BUIVISIL BiH OyJie MaTH TaKHid BUTIIS

I =f(ay, a ..., ay t).

TuM camuM 3’SBISETbCS peajbHa MOXIHBICTH 3IHCHIO-
BaTU IIPOTHO3YBAaHHs 3MiHU MOTEHIialy 3arpo3U y 4aci, a Ta-
KOK TIPOTHO3YBaHHS HEOE3NEeKH BiJ ypaKeHHs HeEl 00’eKTa
KI. Bapro migxpecauTy, 110 KOMIUIEKCHA OLiHKA MOTEHIialy
3arpo3u € OJHIEI0 3 BAXKIIMBHX XapAKTEPUCTHK HEOS3NEKH IS
00’exra KI Big 3arposu.

31aTHICTh SKICHO OLHIOBAaTH NOTEHLIaN 3arpo3 3HA4HO
BIUIMBA€ Ha MiIBUIICHHS e(EKTUBHOCTI AisUIBHOCTI B I1iHl cde-
pi oprasiB JepskaBHOi O€3IEKU Ta IPAaBOOXOPOHHMX OPraHiB
1 CHeriaJbHO YHNOBHOBaXXCHUX JICPIKABHHUX OPraHiB, CIPHUSE
nokpaiieHH:o 3axucty Kl ta 3millHeHHIO JepKaBHOT Oe3MeKH.

BucHoBku. TakuM 4MHOM, NEPIIOYEPTOBUM Ta HAA3BUYAN-
HO B&KJIUBUM eTanoM (yHKILIOHYBaHHS €(EeKTHBHOI CHCTEMHU
3axucty KI B Oyap-sKill epkaBi € MOXXJIUBICTh CBOEYACHOTO BU-
SIBJICHHSI Ta CTBOPEHHS YMOB JJIsI siKicHOT ipoTuii 3arpo3am KI.

OuiHKa 3arpo3 KpUTHYHIH iHDPACTPYKTypi € BaXKIIMBOIO CKIIa-
JIOBOFO YaCTHHOIO IISTBHOCTI 13 3aXKCTY JIEP)KaBHOI OC3IEKH.

Amnauiz 3MicTy Kareropii «3aeposz 06 ’exmy Kl» nae 3mory
po3mIAAaT iX sK HasBHI ab0 MOTEHIIHHO MOXJIHMBI SBHUINA
1 YMHHUKY, 10 MOXKYTh 3aBAATH IIKOAM TakoMy 00 €Kty (¢i-
3n4HOMY a0 y KibepmpocTopi), BUBECTH #oro 3 Iaxy abo mo-
pyuutd QYHKIIOHYBaHHS BIATOBIJHO JI0 NPU3HAYCHHS, YUM
CTBOPIOIOTH HEOE3MeKy JKUTTEBO BAXIIMBUM HAIl[iOHATBHUM
inTepecam Ykpainu. JIOIinbHO 31iHCHIOBATH iX KIacU(iKallio:
BiJl XapakTepy MOXOMKEHHS, METH i, 10 iX COPUYUHSIOTD,
CTYIIEHsI MOLUIUPEHHS, PO3MIpy JIFOACEKUX BTPAT Ta MaTepiaib-
HUX 30UTKIB, BTpAT Ul O€3MEeKH JKUTTENISUIBHOCTI, CyCIIib-
HO-TIONITHYHUX Ta KYJIBTYPHHX, BTpaT sl 3a0e3MedeH s aep-
JKaBHOT O€3MEKH Ta rPOMaJICHKOTO MOPSIIKY, 00CATIB pecypciB,
HEOOXIAHUX AJI IX JoKani3auii. Buj 3arpo3s Ta ixHs MoxiuBa
IHTCHCUBHICTh BPAaXOBY€ETHCS M1iJ] YaC BU3HAYCHHSI KPUTHYHOC-
Ti 06’exra i popMyBanHs nepeniky 06’ exri KI.

3MaTHICTh 3arp03 ypakaTh BaXKJIMBI €JIEMEHTH, 1110 3HAYHO
BIUIMBAIOTh HA CTaH EKOHOMIKH JEPKaBU Ta Ha CYCHUILHO-TIO-
JITHYHI aCIEKTH, 3yMOBIIOE HEOOXIIHICTh YIOCKOHAJICHHS
JISUTBHOCTI 13 3aXMCTY JCpiKaBHOI OC3MEKH Ta € pyLIiiHAM
(GaxkTopoM BUHMKHEHHS CKIQJHHMX IIPOLECIB OpraHizamii-
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HO-0€3MEeKOBOr0 XapakTepy 1 3alyueHHs 70 HHUX MapTHEpiB i3
JIEP>KaBHOTO Ta MPUBATHOTO CEKTOPY.
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