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SUMMARY

Modern society it is impossible to imagine without the informative computer systems. These systems have ability to keep, to
pass and carry digital information. Taking into account the level of the informative computer systems actual enough there is an
institute of electronic proofs. The amount of electronic data that can come forward as proofs increases with development of society
and informative computer systems. A basic task to the court at the decision of dispute is all-round, complete and direct research
of proofs that presentation in a court. The analysis of legal institute of electronic proofs is carried out in the article, description is
given to this institute, identifies its main features and establishes the problems of electronic proofs in economic court.

Key words: electronic proofs, electronic information, electronic documents.

EJIEKTPOHHI IOKA3H B TOCIIOJAPCBKOMY CYJOYNHCTBI

Aansona HAMYEHKO,
CeKpeTap CyJOBOTO 3aCilaHHs
KuiBCchKOTO anesnsiitHoro rocrnoapchbKoro cymy

AHOTANIS
CyuacHe CyCITiIbCTBO HEMOXKITUBO YSIBUTH 0e3 iH(QOpMaIiHHIX KOMIT FOTepU30BaHuX cucteM. [i cucTteMn MaroTh MOXKITHUBICT
30epiraru, nepeaBaru Ta MNepeHoCcuTH HUpoBy iHGopmaito. YV 3B’ 43Ky 3 piBHeM iHPOpMaLiHHUX KOMIT IOTEPU30BAHUX CHCTEM
JOCHTB aKTyaJbHHUM € IHCTUTYT eJIEKTPOHHUX JJOKa3iB. KiTbKICTh eNEeKTPOHHUX JaHUX, SIKI MOXKYTh BHCTYIIATH SIK JOKa3H, 3pOCTAE
3 PO3BUTKOM CYCHUIBHHX Ta iH(YOPMALIIHHIX KOMIT FoTepHUX cucTeM. OCHOBHUM 3aBIaHHSM CYJly Y BUPIIICHHI ClIOpY € BceOiuHe,
IIOBHE Ta 6€3110CepENHE TOCTIKEHHS J0KAa31B, K1 HOaHi 10 CyAy. Y CTaTTi 311l {CHEHO aHali3 IPaBOBOIO IHCTUTYTY €JIEKTPOHHUX
JIOKa3iB, HaJIAHO XapaKTEPUCTHKY BKa3aHOMY IHCTUTYTY, BUILJICHO HOTO OCHOBHI 03HAKH Ta BCTAHOBIICHO MPOOJIEMU BUKOPUCTAH-

Hsl CJICKTPOHHUX )10Ka3iB Yy rocrogapCbKomMy CyZ[O‘II/IHCTBi.

KuirouoBi ciioBa: elekTpoHHI J0Ka3H, eJIeKTPOHHA iHPOpMAILisl, eIEKTPOHHI JOKYMCHTH.

Statement of a problem. With the development of informa-
tion technology in judicial practice, there all more often disputes
in which electronic proofs come forward as means of proofs.

In a general view “electronic proofs” are totality of infor-
mation that is kept in an electronic kind on all types of elec-
tronic transmitters and in electronic facilities. The feature of
these proofs consists in that they can not be perceived directly,
but must be interpreted definitely and analysed by means of the
special technical equipments and software [1].

Analysis of recent research and publications. The study
of the Institute of electronic evidence was devoted to the
works of I.V. Bulgakov, R.S. Burganova, N.E. Blazhivska,
O.T. Bonner, K.L. Branovitsky, O.P. Vershinina, S.P. Vorozhbit,
M.V. Gorelov, D.D. Luspinok, M.O. Mitrofanova, T.V. Rudiy,
R.V. Tertyshnikova and others.

However, in scientific literature only position is absent in
relation to electronic proofs, and research of question in la-
bours of foregoing scientists not in a complete measure answer
the modern state of information technologies.

The purposes of the article. The purpose of the study in
this article is the Institute of electronic evidence, the establish-
ment of the problems of their application in the economic pro-
cess and proposals to overcome the identified problems.

Presenting of the main material. Electronic proof in the
Economic procedure code of Ukraine occupies an independent
place at level with writing and material proofs.
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The prescriptions of part of a 1 article 96 of Economic pro-
cedure code of Ukraine, that electronic proofs is information
in an electronic (digital) form, that contains data about cir-
cumstances, that matter for business, in particular, electronic
documents (including text documents, graphic images, plans,
photos, video and audio recording and others like that), web
sites (pages), text, multimedia and vocal messages, metadata,
databases and other data in an electronic form. Such data can be
kept, in particular, on portable devices (load maps, mobile tele-
phones and others like that), servers, systems of reserve print-
ing-down, other places of maintenance of data in an electronic
form (including there is the Internet in a network) [2].

Consider some types of documents that contain electronic
information.

Scientific literature under an electronic document deter-
mines a document that is created and can be used exceptionally
within the limits of the computer informative system.

Article 5 of the Law of Ukraine “On electronic documents
and electronic document circulation” stipulates that the infor-
mation contained in the electronic document must include the
required details of the document. Article 7 of the above-men-
tioned Law provides that the original of an electronic document
is an electronic copy of a document with mandatory requisites,
including an electronic signature of the author or a signature
equivalent to his own signature in accordance with the Law of
Ukraine “On Electronic Digital Signature” [3].
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However, not all electronic documents can be used as an
original.

Documents that can not be in electronic form:

— a certificate of inheritance;

— a document which according to the law can be created
only in one original copy, except for the cases of the existence
ofa centralized repository of originals of electronic documents;

— in other cases, established by law [4].

As appropriately the professor noted A.T. Bonner, any
electronic document can be transformed into a readable form.
However after such transformation he, essentially, stops to
be electronic and becomes a traditional document [5, p. 145].
Realization of such transformation of electronic documents is
related to the envisaged legislation by research of writing doc-
uments and necessity of storage of them in the case file.

However, even the usual paper form of electronic doc-
uments does not guarantee leading to and research of actual
circumstances that are part of the subject of its proof. This is
due to the fact that when reproducing an electronic document
on paper, it is likened to written proof. But if it has already
been transformed into a written form, then all the requirements
applicable to written documents aimed at guaranteeing the
authenticity of the latter begin to apply. Therefore, a written
document must contain all the necessary requisites, namely:
the name and location of its creator, stamps, signatures of the
persons who have concluded it, etc. However, all these details
are not required if the parties have chosen the electronic form
of making the document.

The least conflicting way of identifying electronic docu-
ments is the use by parties of electronic digital signature (here-
inafter referred to as EDS) when entering into contracts.

According to Article 1 of the Law of Ukraine “On Electron-
ic Digital Signature”, the electronic signature is an electronic
signature form obtained from the cryptographic transformation
of the electronic data set that is attached to this set or is logi-
cally combined with it and allows it to confirm its integrity and
identify the subscriber [6].

In accordance with part of a 1 article 3 of foregoing Law of
EDS in its legal status equates to a personal signature (stamp).

That is, the presence of EDS on the document eliminates all
the risks associated with the electronic form of documents and
is a kind of guarantee. It is able to ensure the authenticity of the
information required by the parties and provide the electronic
document with legal validity.

Another way of legalizing electronic documents is to in-
dicate in the text of the agreement the possibility of using an
electronic document.

Thus, for that, to use electronic documents as valuable re-
liable proofs, it is necessary to follow the rules of procedural
law, as well as standard techniques and methods for the collec-
tion, evaluation, research and use of electronic evidence.

As for the characteristics of electronic documents, then
their specific features can be attributed:

1) the fact that they require the mandatory use of special
details;

2) fixed on special electronic media;

3) the existence of a separate, recognized by the partici-
pants in the electronic document flow or approved by the com-
petent authorities of the procedure for converting digital data
into a document of the traditional regime;

4) impossibility of direct perception without the help of
special technical and software tools;

5) in its content, as a rule, electronic documents are legal
acts.

The largest form of electronic evidence on the amount of
information that can be used as evidence is the information re-
ceived from global information systems (in particular, the In-
ternet). An example is the involvement by court information

IUNIE 2018

from Internet sites to the case files, as information posted on
official web pages of public authorities, etc.

This type of electronic evidence should be allocated as an
independent form, based on the following features:

1) Dynamic character. This feature can be viewed in two
aspects: firstly, from the point of view of the dynamics of the
existence of any information on the Internet — today it can be
present on a certain web page, and tomorrow its owner can re-
move it and destroy it, including along with the web page itself
(domain name). Secondly, direct use of network the Internet for
presentation of court of proofs often touches cases, when infor-
mation on the nature is dynamic: audio or videotape recording;

2) As a rule, a transmitter of digital information that keeps
evidential information is very far from the place of legal pro-
ceedings, therefore it is impossible to submit the information
medium to the court. Consequently, the only method of re-
search of information is remained by a network the Internet,
which provides rapid connection between the transmitter of
information and the computer that a court will use during re-
search of proofs.

Another type of information is text, multimedia and voice
messages To them, in particular, belong correspondence an
e-mail, SMS/MMS report and other. The separation of elec-
tronic messages into an independent form of electronic evi-
dence is due to the following features:

1) As a rule, they do not use a digital signature that compli-
cates the identity of the sender and the recipient;

2) Considerable difficulties in the actual dissociating of
electronic sheet as totality of digital information from her
transmitter for presentation in a court;

3) Mostly, controlled from remoteness of place of converting
of digital information in a form suitable for perception a man,
and places, where finds a server that keeps such information.

Under multimedia messages, you can understand the mes-
sages that are sent between mobile devices and have multime-
dia content (image, sound, video, etc.).

Metadata as a kind of electronic evidence contains infor-
mation on social certainty, understanding of the content, con-
text and structure of the electronic document. It is worth noting
that metadata is a mandatory element in the process of storing
an electronic document. In addition, the electronic document
metadata has elements of legal process evidence of the integri-
ty of the electronic document and its authenticity.

Another type of electronic information is the database.
Under this type of information consider to count any well-or-
ganized set of data that includes charts, tables, presentations,
stored procedures and other objects. The data in the database
are based on the data organization model, that is, they contain
them a description and may contain means for processing them.

So, after analyzing the main types of electronic evidence, it
is possible with a confidence to highlight electronic documents
as main type of the indicated proofs, that, in turn, have charac-
teristic features are certain. They include content, context, and
structure.

The contents of an electronic document are text or graphi-
cal parts documented information (information about individ-
uals, objects, facts, events, phenomena and processes that he
is folded).

The structure of an electronic document is its component
parts without which a coherent document is impossible, which
includes content, details and carrier.

As for the details of the electronic document, they should
be placed in accordance with normative standards. Usually dis-
tinguish five basic details:

— the name of the organization in which the electronic doc-
ument is created;

— the location of the organization (legal and postal
address — if available);
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— the name of the document;

— date of document creation;

— the code of the person who produced or approved the
document.

It should be noted that the legislator did not provide a
complete definition of an electronic document that would re-
flect all of its essential differences and did not foresee which
mandatory elements it should have in order for the court to
recognize it as proper evidence and to attach it to the case
file.

Electronic documents are created for a certain purpose,
and therefore have the appropriate functions. Document
functions are determined by him its intended purpose. They
can be implemented or not implemented in the process of
document operation, depending on what purpose the author
of the document laid down in its characteristics.

The main function of an electronic document is the
transfer of information.

Thus for an electronic document are characterized by:

1) Authenticity — the property of an electronic document,
which guarantees that the electronic document is identical to
the declared;

2) Authenticities is the property of an electronic docu-
ment in which the content of the electronic document is a
complete and accurate representation of the verified opera-
tions, activities or facts and which can be trusted in subse-
quent operations or in subsequent activities;

3) Integrity is the state of an electronic document, in
which no changes were made after its creation;

4) Suitability for use is the property of an electronic doc-
ument that allows it to be localized and reproduced at any
time.

A basic task to the court at the decision of dispute is all-
round, complete and direct research of proofs that presenta-
tion in a court. Judge in the process of assessing evidence,
including electronic, carries out mental activity, which de-
termines the affiliation and admissibility of evidence, their
authenticity, sufficiency and mutual connection in general.
This activity comes true in accordance with the laws of logic
and in terms that is set by legal norms.

The difficulties that exist at present in the investigation
of electronic evidence, in connection with specificity of in-
dividual acts of judicial research, give reason to believe that
the assessment of evidence for a long time will be carried
out according to the judge’s internal convictions. But scien-
tific researches, developments, must assist a volume that this
persuasion was based on as possible more exact, complete,
sound, implicit and objective grounds.

At present, in practice, some rules have been developed
to ensure the reliability of electronic evidence and present
them to the court:

1) If the electronic document contains graphic or textual
information, a paper copy of it shall be printed, which shall
be drawn up and certified by the authorized person and a
copy of which shall be attached to the materials of the case.
This copy is examined as a normal written document. A sim-
ilar situation with the pages on the Internet;

2) If transactions, which are documented by an electron-
ic document (an electronic document signed by the EDS),
and the parties do not recognize the provision of the servic-
es, which are confirmed by this document, then a complex
examination is based on data on the authenticity of the EDS;

3) If the electronic document contains audio or video in-
formation, it is usually done copying such files into a separate
portable electronic medium, which is attached to the case ma-
terials and is investigated using special technical means.

The court must adhere to the following principles when
assessing evidence:
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— The principle of internal conviction;

— The principle of direct, complete, comprehensive and
objective research of proofs in all totality;

— The principle of legality.

The principle of the judge’s internal conviction is that
the judge independently decides on the reliability of the ev-
idence submitted and their sufficiency to make a legal de-
cision in the case. That is, the judge’s internal conviction
is the personal attitude of the latter to a particular object,
which appears in the process of consideration of the case
and is based solely on evidence.

Under internal persuasion it follows to understand
the opinion of judge formed during the trial of business.
V.F. Boyko notes marks that internal persuasion is a world
view of judge, that is formed from birth, during all life — id
est it is vital experience, general culture, legal experience
[7, p. 100]. Y.M. Groshev believes considers that internal
persuasion of judge presents by a soba the realized necessity
of judge, use to them of own opinions, looks and knowl-
edge. It is related to sense of justice of judge, what which is
considered as a form of public consciousness that combines
the system of looks, ideas, presentations, theories, and also
feelings, emotions and experiencing. They characterize at-
titude of people and task forces (including through actual
behavior) toward the operating and desirable legal system
[8, p. 64].

Having analyzed the above statements, one can conclude
that internal conviction is an element of intellectual activity,
which is directly related to the research and evaluation of
evidence, which reflects the actual composition of the legal
relationship existing in the case.

That is, the judge’s internal convictions, like any other
person, are based on his legal consciousness, world outlook,
legal principles, ideas, theories, concepts that are the result
of theoretical, rational analysis and reflection of legal reality.

As for the principle of the directness of the assessment of
evidence, it means that the court must examine the evidence
directly in the court session. This principle consists in the
totality of the rules established by the law, which establish
the way of the court adopting certain evidentiary objects that
are relevant for the resolution of the case.

In order to establish certain facts, the economic court
carries out direct research of written, material and electronic
evidence, expert opinions, questioning witnesses, hears the
explanation of the persons involved in the case, experts, and
also announces such explanations, displays and conclusions,
which are set out in writing.

The principle of completeness of the assessment of evi-
dence means that the court is obliged to investigate and eval-
uate all evidence collected in the case, which, of course, is
permissible.

As for the principle of comprehensiveness, it means that
the court evaluates the evidence in a comprehensive way,
taking into account the materials available in the case and
the explanations of all those involved in the case.

The principle of objectivity in the assessment of evi-
dence means that the court is an uninterested party in the
resolution of the dispute and, accordingly, is impartial in as-
sessing the evidence.

The affiliation and admissibility of evidence in a particu-
lar dispute are determined by the court, based on the require-
ments of the law.

It should be noted that the Economic procedure code of
Ukraine prohibits the court, on its own initiative, from col-
lecting evidence relating to the subject matter of the dispute,
except in cases where the court has doubts about the fair
exercise by the parties of their procedural rights or the per-
formance of their duties in relation to certain evidence.
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When considering a case in an economic process, the
necessary conditions for the correct assessment by the court
of evidence are:

— Establishment of communication of evidence with the
circumstances of the case;

— Gathering evidence;

— Extraction of evidence.

Thus, to the nature of the connection the proofs, which
are subject to the establishment of the circumstances of the
case, include direct and indirect evidence.

Direct evidence is proof that it is directly related to the
establishment of circumstances, in other words it refutes
them (for example, a contract as a written proof directly
confirms the presence or absence of certain conditions).

There are cases where the link between the evidence and
the set circumstance is more complex and significant. In
such cases, it is impossible to draw a clear conclusion on the
evidence of the presence or absence of certain circumstanc-
es. Such evidence is considered to be indirect.

To use an electronic document as evidence in an eco-
nomic process, it must be obtained in accordance with the
procedural rules for the collection of evidence. However,
the Economic procedure code of Ukraine does not contain
procedural rules for the collection, extraction of electronic
evidence. But for evidence, including electronic ones, to be
recognized as admissible and used as evidence, they should
be collected correctly.

When exercising justice, a judge, in the absence of legal
regulation of this issue, at his own risk, shall attach to the
case electronic materials in printed form, if the parties do
not refute their authenticity.

As for the legal regulation of relations that arise between
the economic court and the participants in the economic pro-
cess, it should not be a barrier that prevents the protection
of legitimate rights and the interests protected by the law
of economic entities, on the contrary, it must correspond to
those relations that which should be regulated.

Having analyzed the concept of an electronic document
and the possibility of its application in economic legal pro-
ceedings, one can state the following. To use an electronic
document as evidence in an economic process, it must be
obtained in accordance with the procedural rules for the col-
lection of evidence. However, the Economic procedure code
of Ukraine does not contain procedural rules for the collec-
tion and removal of electronic evidence. For evidence, in-
cluding electronic ones, to be recognized as admissible and
used as evidence, they should be collected correctly.

It should be noted that law enforcement practice has long
awaited the reaction of the legislator and has developed cer-
tain schemes for the use of electronic documents in the eco-
nomic process.

At the moment, the following main problems can be dis-
tinguished in the application of electronic evidence in the
economic process:

1. Absence at the legislative level of a single, complete
comprehensive definition of an electronic document.

At the legislative level, the full definition of an electron-
ic document that reflects all its significant differences and
does not provide what characteristics it should have in order
for the court to recognize it as proper evidence and attach to
the case file are not provided.

To be used as evidence, an electronic document must
contain only the information necessary to establish the ex-
istence or absence of circumstances relevant to the proper
resolution of the dispute.

To consider an electronic document as an analogue of
traditional (paper) is possible only in case of the possibility
of its identification established by law.
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In case with the electronic certification of signature on
electronic documents it follows to bear in a mind, that not
only the signature of proprietor of certificate of the key of
signature but also absence of distortions makes sure in elec-
tronic documents. Confirmation of authenticity of electronic
digital signature in an electronic document is the condition
of the use of this document as proofs.

2. Absence at the legislative level of the single clear al-
gorithm for collecting, extracting and submitting electronic
evidence.

To use an electronic document as evidence in an eco-
nomic process, it must be obtained in accordance with the
procedural rules for the collection of evidence. However,
the Economic procedure code of Ukraine does not contain
procedural rules for collecting, extracting electronic ev-
idence. But for evidence, including electronic ones, to be
recognized as admissible and used as evidence, they should
be collected correctly.

In the course of trial of a judge, in the absence of legal
regulation of this issue at your own risk and the fear attach
electronic materials in print, if the parties do not refute their
authenticity, to the case materials. In an order to correct
an unsatisfactory situation that was folded in the electron-
ic documents with as proofs in business, it is necessary to
complement Economic procedure code of Ukraine not only
the norms for providing electronic correspondence between
business entities legal force, also to envisage the clear order
of rules in relation to collection, estimation and research of
electronic proofs an economic court.

3. Ability to falsify electronic evidence.

It complicates the electronic workflow and the fact elec-
tronic documents are very easy to make changes, which, in
turn, will always provoke doubts about their reliability.

Consequently, for the application of the Institute of elec-
tronic evidence in the economic process, it is necessary to
overcome at least the main problems of the institute at the
legislative level.

Conclusion. The difficulties that exist at present in the
study of electronic documents as evidence, in connection
with the specificity of individual acts of judicial investi-
gation, give reason to believe that the assessment of evi-
dence for a long time will be carried out according to the
judge’s internal convictions. But research, development
should help ensure that this conviction is based on the
most accurate, complete, sound, unconditional and objec-
tive grounds.

As for the legal regulation of relations arising between
the economic court and the participants in the economic pro-
cess, it should not be a barrier that prevents the protection
of legitimate rights and the interests protected by the law
of economic entities, on the contrary, it must correspond to
those relations that are called to regulate.

In order to provide a proper legal assessment of electron-
ic documents as evidence in economic legal proceedings, it
is necessary to set out in the legislation a clear algorithm
for the collection, removal, evaluation and investigation of
electronic evidence by an economic court.

The inadequacy and imperfection of legislative regula-
tion of information technology is a problem in using elec-
tronic documents as evidence.
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